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A n s w e r A L L Quest ions 

P A R T - A ( 1 0 x 2 = 2 0 M a r k s ) 

Max. Marks 100 

G ive the critical character is t ics of information. 

Differentiate act ive and pass i ve at tacks. 

What is rootkit? 

How risk a s s e s s m e n t is integrated in S D L C ? 

What a re the propert ies of Bel l - la - P a d u l a model? 

What requi rements should a digital s ignature s c h e m e sa t is fy? 

What are the var ious substitution techniques used for encrypt ion? 

What are the types of a t tacks add ressed by m e s s a g e authent icat ion? 

List out the requi rements of Kerberos . 

Write down the four S S L Protocols. 

P A R T - B ( 8 X 8 = 64 m a r k s ) 

( A n s w e r a n y 8 q u e s t i o n s ) 

1 1 . E laborate on secur i ty activit ies in S D L C . Draw and define e a c h activity in detail. 

12. What is a "man in the middle" a t tack? Cite a real life examp le of such an attack. Sugges t 

a m e a n s by which sende r and receiver can preclude a man-in-the-middle attack. 

13. Descr ibe and draw the components of R i sk Identification. 

14. Illustrate any two securi ty models . 

15. Descr ibe digital s ignature algorithm and show how signing and verif ication is done using 

D S S . Provjde examp le for the s a m e . ' . 

16. What are the tools / techn iques can be used to compare the features and components of 

e a c h I D S ? 

17. G iven the secur i ty levels T O P S E C R E T , S E C R E T , C O N F I D E N T I A L and U N C L A S S I F E D 

(ordered from highest to lowest) and the categor ies A, B and C , speci fy what type of a c c e s s 

( read, write, both or neither) is al lowed in each of the following situations. A s s u m e that 

discret ionary a c c e s s controls allow anyone a c c e s s un less otherwise speci f ied. Additionally 

if the subject cannot read or write the object, then give one object c lassi f icat ion that the 

subject c a n read or write (excluding the subject 's own c lea rance ) . 

(i) Pau l c leared for ( T O P S E C R E T , { A , C } ) wants to a c c e s s a document c lassi f ied 

( S E C R E T , { B , C } ) . ( 2 ) 



(ii) Anna c leared for ( C O N F I D E N T I A L , { C } ) wants to a c c e s s a document c lassi f ied 

( C O N F I D E N T I A L , { B } ) . ( 2 ) 

(iii) J e s s e c leared for ( S E C R E T , { C } ) wants to a c c e s s a document c lass i f ied 

( C O N F I D E N T I A L , { C } . ( 2 ) 

(iv) Robin who has no c l ea rances (and so works at the U N C L A S S I F I E D level) wants to 

a c c e s s a document c lass i f ied ( C O N F I D E N T I A L , {B } ) . ( 2 ) 

18. (i) Encrypt and decrypt the following using play fair cipher using (4) 

Keyword : M O N A R C H Y 

Plaintext : S W A T C H B H A R A T H 

Provide the cipher text and decrypt the s a m e , 

(ii) Differentiate between Symmet r i c and Asymmet r ic Encrypt ion / Decryption methods. (4) 

19. Exp la in the condit ions that need to be satisf ied by an ideal biometric authentication sys tem. 

How the created biometric authentication sys tem is prone to e r ro rs? Wha t securi ty features 

Added would m a k e it work without being error prone? 

20. (i) Wri te in detail on what a digital certif icate dep ic ts? How is it i ssued and for what 

purpose? (4) 

(ii) S o m e people think the certif icate authorities for a P K I should be the government, 

But others think certi f icate authorit ies should be private entit ies, such a s banks corporations 

or schools . W h a t are the advan tages and d isadvantages of e a c h approach? (4) 

2 1 . (i) Exp la in the S e c u r e Socke t Laye r protocol with neat d iagram. (4) 

(ii) What at tacks does this protocol p revents? (4) 

22. Descr ibe the S S L archi tecture in detail and explain how it helps in maintaining secu re end 

to end communicat ion. 

23 . C lass i fy the following occur rence a s an incident or disaster. If an occur rence is a d isaster . 

Determine whether or not bus iness continuity plans would be cal led into play. 

(i) A hacker gets into the network and deletes fi les from a server . 

24. Descr ibe the var ious national laws that affect the pract ice of information securi ty. 

P A R T - CzyxwvutsrqponmlkjihgfedcbaZYXWVUTSRQPONMLKJIHGFEDCBA ( 2 X 8 = 1 6 m a r k s ) 


